
 

Is it a Reportable Data Breach? 

 

Scenario Yes No 

On returning from a coffee meeting with a customer, a Relationship 
Manager realises that he has lost a folder containing 50 customer 
business cards. 

  

An employee’s mobile phone has been infected with a virus, which gives 
an individual the ability to look at the files on their phone, including 
photos; contacts; communications and receipts of financial transactions. 

  

While at a Christmas Function, an employee leaves their laptop, 
containing details of 10,000 home insurance policies, behind in a bar.  
The laptop is never handed in but was protected with by whole disk 
encryption.  The encryption key was not compromised. 

  

A doctor’s surgery is a victim to a ransomware attack which encrypts a 
whole database of customer records.  The doctors are not able to access 
the records of patients who are undergoing treatment for a range of 
illnesses.  While the records are temporarily unavailable, there is no 
breach of confidentiality. 

  

A cloud storage app is hacked resulting in the publication of private 
photos to the public. 

  

A trust company’s in-house database became corrupted so that all 
customer records could not be accessed, after a significant power failure.  
The company has a backup of all its systems.   

  

An employee in Human Resources mistypes an email address and 
accidentally sends confidential information regarding a company's 
employees to an outside domain. 

  

 


